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Buillding management Inte) yeur product

Introduction to IPMI- & ATCA/MICrol CA extensions
MicroiFCA managenent ISsuUes
PUtting| together a system! frrom; scratch

Interfacing| to: Upper: level toels & Interfiaces




YoUu need to lecally: and remotely moniter system
ardwalre andl SERsors, contrel Systen components, anad
100 Importiant system events.

The management scheme Neeads e e Independent of a
main moethernoard precessor: (the paylead or hoest) and
its peripherals;, BIOS, OS, payload power and system
management software that runs en the paylead
PrOCESSOF.

The management scheme shoeuld previde eut-ef-band
Access ter management functions at alll times.




ARl epen standaradl platiorn management specification.

IPVII" defines how! USers can moniter system hardware
andl Sensors; contrel system compenents, anadleg
Important system| events:

It 1S Independent eff a main metherhoard processer (the
payload or noest) and 1ts peripherals; BIOS, OS; payload
POWEr andl systen management sefitware that rns on
e paylead pProcessor.

|t provides; eui-of=band access tor management iURCtIonNs
at all times.




s Single hoeard moadellextended to Blade moedel

a Chiassis, Backplane; & Shelir VManagement
subsystem

s SWitching| Infrastructure
s Hot swapping
s Scaleahle & customizakle: platiorm




MicroTCA Chassis

Management
Controller

Management
Controller

MicroTCA
Carrier

CONTROL

MMC.:
Module
Management
Controller

AMC
MODULE

MMC.:
Module
Management
Controller

AMC
MODULE

MCMC: MicroTCA
Carrier Management
Controller and Shelf
Manager




KEY/ COITIPOHEeNLS:

corelPvl
s Board & Chassis Management Seftwale

a [HW Reference design
x Develepment system

NetSNIVIP
OpeniHP]
Openkegasus




It can manage:
a single motherboeard
a blade
an enclesure

configurations, that can lbermade uj ofi any: combination of beards,
blades, enclesure controllers, and multiple enclesure aggregations.

corelPMris compliant with the' Intelligent Platfeorm! Interface Management
(IPMI); specification v2.0 + PICMG ® 3.0'R2.0 AdvancediliCA, PICMG®
AMC.0'R2.0 Advanced! Mezzanine Card and PICMG @ MTCA.O MicrolCA
R1.01specification extensions fior blades and micre blades.

corelPMiis the final piece of the puzzle for F/OSS based platform
management.




Spans the whole IPMI universe, not just tied to ATCA:
s Bigger pool of petential usersiand develepers

m Easy to retanget/repackage your selution: go firem am ATCA blade: tera MicroliCA
Or an appliance: selutien with' the: same: management architecture. EXpertise
postakle acress platfierms:

INot tied to a management chip vendor.

Based on a popular 32 bit architecture. Migrate paths from ARM7 ter ARMS
for higher perfermance or te: ARV Cortex architecture for lew pewer & cost.

32 bt perfermance at ani 8iit cost. Processing, power and large: en chip
storage options provide headreom, for growth. Poweriul eneugh! te rum a
netwerk stack, encryption, KV over IP ete.

Shelf management functions are separated hetween; an coreBMC ARM core
processor and an embedded! system that handles the network centric
functions suchi as RVICRP=, SNVIP, Web I/E. Hardware independent code
enables porting and usage of embedded platform and OS 6f choice for the
shelfmanager.

Hardware independent IPMI functionality’ 1s easily’ pertable.

Architectural support for port expanders provide an unlimited number: of
peripheral ports; no limitation on 12¢, GPIO;, ADC etc. interfaces.
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IR fact.,..

corelPV provides;a plug-in selutien net enly for
system management but fer any embedded

application. You:can modify the code: fireely and
With' a rich; set: ofi peripheral drivers andian
OPErANING| EAVIFGNMENT, You' have an platiorm| to
pUIld anad ship yourr applications quickly. There
are no licensing encumirances or royalties:




corel P/ architecture Is comprised ofi:
coreBl/c (Basenoard Vanagement Controlier) and
coreSIC (Shelf: Managemenit Centreller)

ardware & seftware medules.

coreB/c s fully suificient by itseli te previde hoard
management functions for ATCA, AMC, micreilCA (Carrer
manager, Powermodule, Fan), OPMA, mothensoard, appliance
applicatiens: Coupled \With: coreSVIC It's poessible: to build
shelves and higher hardware hierarchies such asian ATICA

chassis.




coreBlV/C incorporates all sheli:management functions except the
nigher level protocols. It handles all pewer, ceoling, e-keying and
state management. coreBMC has IPMI;, ATCA, AMC, MicroTiCA
suppert bullt In the cede base. Specific features are enabled at build
time. Suppoerts Terminal mode & KCS system Interfaces.

coreBlV/C also Includes
s BSD licensed IwIP TCR/IP stack.
s  RMCP+, SNMP Traps, Seriall ever LAN & crypto suppert on an
ARM7 micrecontroller.
a For lew cest shelff manager, motherboard BMC/OPMA
applications

coreSlC incorporates netwoerking stack + RMCP + SNMP" + HPI +
WEBEM' + aceess control + high' availability functions.
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Small feetprint designed to be embedded ina single chip
micrecontroller.

Initial support for ARMY cores. Use the controller hest

suiteadl fior the task. High perfiermance and Iew pewer;
CONSUMPLIGN: 1N a Cost=efifective package. Cost competitive
withi 8 and 16 bit micrecontrellers.




IPMI Device “Global” Commands
Get Device ID
Cold Reset
\Warm Reset
BMC Device andMessaging Commands
Set BMC Global Enables
Get BMC Global Enables
Clear Message Flags
Get Message Flags
Get Viessage
Send Message
Master Write-Read
Get Channel Authentication Capabilities
Get Session Challenge
Activate Session
Set Session Privilege Level
Close Session
Get Session Info
Get AuthCode
Set Channel Access
Get Channel Access
Get Channel Info
Set User Access
Get User Access
Set User Name
Get User Name
Set User Password

BMC Watchdoeg Timer Commands
Reset Watchdog| Timer
Set Watchdog Timer
Get Watchdeg| Timer
Chassis Device Commands
Get Chassis Capabilities
Evenit Commands
Set Event Receiver
Get Event Receiver
Platform Event (a.k.a. “Event Message™)
PEE and Alerting Mandatery Commands
Get PEE Capahilities
Arm PEE Postpoene Timer
Set PEE Configuration Parameters
Get PEE Configuration; Parameters
Set Last Processed Event 1D
Get LLast Processed Event 1D
Sensoer Device Commands
Get Device SDR Info
Get Device SDR
Reserve Device SDR Repository
Get Sensoer Reading
FRUIDevice Commands
Get FRU Inventory Area Info
Read FRUI Data
Write FRU Data




Advanced TCA® and PICMG®;specific reguest SDR Device Commands
commands Get SDR Repository Info
Get PICMG Proeperties Reserve SDR Repository.
Get Address Infe Get: SDR
FRUI Control LAN Device Commands
Get FRUILED Properties Set LAN Configuration Parameters Ilransport
Get LED Color Capabilities Get LAN Configuration Parameters, [ ransport
Set ERU LED State Suspend BMC ARPS
Get FRU LED State
Set IPMB, State
Set FRU Activation Policy
FRU Activation Policy,
Set FRU Activation
Get Device Locator Record ID
Set Port State
Get Port State
Compute Pewer Properties
Set Pewer Level
Get Power Level
Renegotiate Power
Get Fan Speed Properties
Set Fani Level
Get Fan Level




Multi-session; access
User Privilege: Levels
Cipher Suites
Authenticatien Algerthms

HMAC-SHAL
HMAC-MD5

Integrty Algenithns
HMAC-SHA1-96
HMAC-MD5-128
MD5-128

Confidentiality. Algerithms
AES-CBC-128




Stpported naraware ieatrées
. |°C
o [HImers

s General purpose 10 pins for latches;, LEDs) E-keying and
other uses

o RS232 WithI pert switching
o SPI : port expanders, SEEPROM; LPC

= ADC

= P\WIVI/tach! fian’ centrel

o \\Vatchdoeg Timer and Real-Time: Cleck With vattery: backup
o Edge or level sensitive interrupt pins

o Ethermnet (en select micrecontrollers) supporting RVICP,
Serial over LAN

o USB (on select microcontrollers)

o Field firmware upgrades over serial, LAN or 12¢ Interfaces.
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COrEB G arCltECEs s Sl
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- watchdog timer
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12C Driver

IPMB

A

A

A

Terminal Mode
Base Mode

A

Serial Port Sharing
Serial Port switching
Console redirection

Serial Driver

SERIAL

SPI Driver

i

+SP[ Bus
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Low Pin
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SPI Port
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< » i2c; Private
< > Management Busses




Soulce code Isiavailanle under the Open Seurce GNU
General Public License (GPLv2) andl commercial
licensing.

corelPVipreject has fiull-ewnership ol the seulce and can
provide alternative licensing

Commercialtlicenseesi get a commercially supported
preduct Without a requirement that their corelPNVE=hased
software e Gpen sourced.
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MicroTCA Carrier
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Carrier
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nas the SoUrces, schematics,
puUlld teols and latest Instructions.

Assemble your development envirenment. Schematics

fier all W' components and development hoards arne
availanle for free.

Downlead seurce and tools; .. again fox firee.
Configure.. (Al done fier the reference design.)
Build.

Downlead te handware.

Trest.
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build)

(WBEM
services)

OpenPegasus

core

IPM | — NetSNMP

CLI

OpenHPI
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lighttp web
server
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LINUX 2.6.x

Beagleboard/gumstix OVEROC DEV BOARD with T
OMAP 3500 ARM CORTEX8 CPU, 256 MB DRAM

256MB FLAS

REFERENCE DEVELOPMENT ENVIRONMEN




There Is a commen code base. Certain configurations are
pre-defined with make/preject files, use the ene for your

pUIld:
IPMIC: ATICA blade

MIMC: . ANVIC blade

MCNIC: Micrel'CA Cairier VManagement Contreller
PU: MicroliCA Pewer Unit Enlanced MIVIC
BMCXL: BVIC, OBPMA controeller

PE: SPIter12¢/ADC/GPIO

INFRASTRUCTURE: no IPMI or ATCA, for embedded
contrel applications.




System builaers can build allf configuratiens
With effi-the-shelfi building| blocks

56 mm (2 ¥4”) | 50 mm (2”)

coreBMC Module Port Expander Module




*Processor: OMAP 3503 with ARM
Cortex-A8 CPU

*Clock(MHz):600 MHz
Performance:1200 Dhrystone MIPS
*Memory:256MB RAM 256MB Flash
eSize:17mm x 58mm x 4.2mm (0.67
in. x 2.28 in. 0.16 in.)




2 x MASTER i2¢c

LOW PIN COU

ETHERNET

3 x MASTER/SLAVE i2¢c
3 x SERIAL I/O

USB

10 PIN JTAG I/F

6 x ADC INPUTS

4 x FAN TACH INPUT

2 x LED CONTROL
3 x HOST INTERFACE ID
4 x TACH MUX BANK SELECTOR

corelPM OPMA M2 mCard
Reference Design

FPGA/PORT
EXPANDER

ETHE

RNET

TIMER/
COUNTERS

< 200-pin OPMA SO-DIMM
connector




core Pl /gy gazicel for MicroFCAH &
Gergric SASE Mzirizic/errgrt

corelPM-
LINUX
Build

ETHERNE




OLIMEX LPC-2103 DEV.
BOARD w NXP LPC2103 _l;gle%ul ENG DUAL
ARM7 MPU e
MOTOR DRIVER

corelPM
(fan/psu manager
build)

JTAG PORT

uLINK
JTAG
INTERFA
CE




SEMNSOrs currently supported:
- On chip ADC (1-n)
- On chip GRPIO

- Hot: swaj) switches

= ANVIC signals
- |2c bhased temperature sensors (ILIM75) series)




You might needl te) customize :
LEDs
SENSer access fiunctions
Eans
Platierm Event Eilternng

Serial perts, etc

ERU entries

HWE speciiic GPIO

Pinrmappingl ter matech yeur HVW design
\We' previde a configured system fier our
develepment envirenment.




Eor coreBNC, fullfset off development tooels for ARN are
availakle using eiher gec or cemmercial compliers ane
debuggers firem multiple vendors. JTAG Interface
enables ELASH dewnleadss andl en-chip debugaing.

\We are aiming to previde support files for 3 hulld & delhug
envirenments:

Eclipse IDE + gcc (firee)
Keil IDE + CARN/RealView/gec (commercial = $5)
Rowley: CrossWorks IDE + gec (commercial - $)




Linux based coretest application IS part off the source
release. CLIl based, easily extensible.

CLI: a terminall connection IS previdead: on both coreBVIC
and coereSHN that suppert IPMIFTerminal Mode™
semantics. This enables you toesissue IPMI packets and

IPMIIF@efined or proprietany contrel cemmands fen a
command line Interiace.

ICTISE IPVIIF confiermance test suite. Provides a system
oK checking pass/falll conformance with: the lntelligent
Platiorm Management linterface specification. Lintx: &
Windews Versions available, frem




cOraSWIC Arerljiacit/re

Network Stack
/ \

openHPI lighttpd NetSNMP

corelPM HPI HTML+PHP corelPM MIB
plug-in code extension

Language binding: C, C++,

Java, PHP, Perl, Phyton
Data representation & | CIM Open

transport protocol Provider Pegasus

Terminal Mode
I/F library

daemon




corelPVI-LINUXIs a fully fledged Linux
distribution for OMAPR 35xx & ARMSOI precessers
Withr bullit IRl stpport fier cerelPViimanagement

architecture.

corelPVI-LINDX prevides a ready to; USe,
extremely: compact drep: i selttion for platierm
management. It Is specifically’ targeted towaras
shelffand appliance management.

See “corelPM-LINUX Release Notes™ on our Web
site for buillding and usage.




corelPVinterface for controlling multiple 12¢ huses
and general purpose IO pins for latches, LLEDS;
packplane addressing, HW: contrel and other uses

RS232 debug port & commandtline interface
RVICRP=E network Interfiace fer Sending andl receiving

IPMIF commands

SINVIB Trap generation, SNME servers & MIB: for
platfern management.

OpenHRIF senver withrcorelPV OpenHRPIFplug:in.
OpenPkPegasus WBEM: server with' corelPM provider

pPIUG:IN.




SAE/HPI complements PV

HPI provides: a standard and hardware
INGEpPEndent SElVICE 10 UPREr Ievel management
sofitware ter set andl retrieve configuration: o
eperatienal aata apeut the hareware

COMPONENLS), and ter controlf the eperation ofi
iheSe components.

Standarailierany APIHer watcheogs, ERUS| SELS;
events; / traps, ete.

Portable acress OS's— Portanle under all mngt
SErvIces

Alstracts away: all layers under OS




HPI' s defined as a librany AP off C-librany ilnctions
OpenHPIF provides an epen seurce Implementation: off HPI.

OpenHRIFncludes a Plug-in Applicatien: Binany: Interface
(ABI): aniinternaliinterface designed: for developers, to easily/
Wiite medules fier a Specific: platierm with ease.

here is a bundied plug-in hased onithe popular OpenliPMi
library. fier low: level IPMI access; andl SUppolts: rack-moeunt
senvers as well as AdvancedTCA.

\Wehave: eur ewn plug-imrif yeurwant ter bypass OperlPVI:




ChpI_epen

chpi_clese

chpi_get_event
chpi_discover_resources
chpi_set_resource._tag
Chpi_Set_resource. severity.
chpi_get_el infie
chpi_get_el caps
chpi_set_el time
chpi_add_el_entry.
chpi_get_el _entry
chpi_clear el

chpi_set el state
chpi_reset_el_overfiow
chpi_get_sensoer_reading
chpi_get_sensor_thresholds
chpi_set_sensor_thresholds
chpi_get_sensoer_enable
chpi_set_sensor_enable

chpi_get_sensor_event_masks
chpi_set_sensoer _event masks
chpi_get_control_state
chpi_set_contrel_state
chpi_get_idr_info
chpi_get_idr_area header
chpi_add_idr_area
chpi_add_idr_area id
chpi_del idr_area
chpi_get_idr_field

chpi__add_idr field
chpi_add_idr_fielaid
chpi_set_idr_field

chpi__del idr_field

chpi_get watchdeg| nio
chpi_set watchdog infie
chpi_reset_watchdog
ChpI_@get_next_anneunce
chpi_get_anneunce

chpi_del_anneunce
ChpI_@et_anmunc_moede
Chpi_set_annunc._mode
chpi_hotswap. policy. cancel
chpi_get_hotswap_ state
ChpI_Set_auteinsert_ timeoui
Chpi_set_hotswap_ state
ChpI_reguest, hoetswap. action
Chpi__get_autoextract timeou
chpi_set_autoextract timeout
chpi_get_power_state
chpi_set_power_state
chpi_get_indicator_state
chpi_set_indicator_state
chpi_contrel parm
chpi_load idl get
chpi_load _id. set
chpi_get_reset_state

chpi_set reset_state

chpi_get_sensor_event_enables chpi_ack announce
chpi_set_sensor_event_enables chpi_add announce

chpi_inject_event




Web-Based Enterprse Management (WBEM)) 1S a
platfern andl reseurce-Independent standard
that defines ot a modell (descripition) and
pretecoll (Interface) fier monitoring and
controlling diverse: reseurces, filem: diverse

platferms.

The Common: Informatien Moadel (CIM)Iis the
DMTEWBEN standard for describing data.

WA dmitf.erg




Management Node Management Node

CIM Clients:OpenViey
ivoli/WMI/Unicenter

corelPM CI

CIM Providers Provider

corelPM She

Resource Manager
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*CIM_Sensor
*CIM_Associations
CIM_FRU
*CIM_MessagelLog
CIM_LogRecord
«CIM_Watchdog

corelPM
CIM PROVIDER

*Watchdog
Platform Cont

IPVIIIWBEMY/CIVIF Previder EXPoeSES
CIM Hardware prefile: schemea.
Jlhese are classes that allow.
administraters te; acecess BVIC
Infeormation threughrthe IPMI
DFIVEF.




Each implemented class has methods that can be executed on the managed
system and properties that return values. corelPM CIM provider services these
method and property requests in the coreSMC. Here's an example of methods and

properties of the CIM_NumericSensor class.

CINV/EINUIIIEHGCSEeriso);

METHODS
= Reset
» RequestStateChange

PROPERTIES

Name
CurrentState
PossibleStates
EnabledState
HealthState
OperationStatus
PollingInterval
DevicelD
SensorType
CurrentReading
BaseUnits
UnitModifier

MaxReadable
MinReadable
Resolution
Accuracy

IsLinear

Hysteresis
SupportedThresholds
EnableThresholds
SettableThresholds
RateUnits
NominalReading
NormalMax
NormalMin




Computersystem
Adminboemain
SystemSpecificCollection

RecordlLog
LogRecora
SENSOr
NUmericSensor

Coolingbevice
Alarmibevice
PowerSupply,
\Watcheog

SENSON
ManagementConiroller




Thank you !

ViSIt: our Wels site for the updated
VErsion of this tuterial and
documentation.







